Wi-Fi TouroCOM-802.1x connection instructions — MAC OSX

1. To start your connection to “TouroCOM-802.1x"” choose the SSID “TouroCOM-802.1x"” from the
list of available Wi-Fi connections.
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2. A new window will open up and request for your login credentials. Type in the same credentials
that you used to login to the library computers.

ﬂ The Wi-Fi network "TouroCOM-802.1x" requires
"-\. WPA2 enterprise credentials.
-

Mode: | Automatic B

Username: | cjanssen

Password:

| Show password
Remember this network

? Cancel Join

3. Another window will appear, asking you to accept the certificate.

—~ Authenticating to network "TouroCOM-802.1x"

examine the server's certificate to ensure that it is appropriate for this

| I Before authenticating to server "DNS2.midmed.touro.edu”, you should
network.

To view the certificate, click 'Show Certificate',

T Show Certificate Cancel Continue




4. Click on “Show Certificate” and expand the “Trust” section. Make sure all 3 options “When using
this certificate”, “Extensible Authentication (EAP)” and “X.509 Basic Policy” are all set to “Always
Trust” and hit continue.
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Verify Certificate

Authenticating to network "TouroCOM-802.1x"

Before authenticating to server "DNS2.midmed.touro.edu", you should
examine the server's certificate to ensure that it is appropriate for this
network.

To view the certificate, click 'Show Certificate'.

Always trust “DNS2.midmed.touro.edu”

£ DNS2.midmed.touro.edu

DNS2.midmed.touro.edu

Coptiffeate %
Sondond Issued by: midmed-MIDMED-DC-CA
- Expires: Thursday, January 25, 2018 at 11:50:07 AM Eastern Standard
Time
© This certificate was signed by an unknown authority
v Trust
When using this certificate: = Always Trust ?
Extensible Authentication (EAP) Always Trust B
X.509 Basic Policy | Always Trust
p Details

Hide Certificate Cancel

5. Lastly, enter your normal user password to save the certificate to your keychain and hit “Update

Settings”.
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You are making changes to your Certificate Trust
Settings. Type your password to allow this.

Username: Chris Janssen

Password: + |

Cancel Update Settings



6. You should now be connected to the “TouroCOM-802.1x"
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7. The connection certificate will last 365 days. After the 365 days are over, you will be asked to
sign in again and set the new certificate to “Always Trust” as mentioned above.
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Automatic B

Status: Connected Turn Wi-Fi Off

Wi-Fi is connected to TouroCOM-802.1x and
has the IP address 10.61.44.49.

Network Name: TouroCOM-802.1x

I

| Ask to join new networks

Known networks will be joined automatically. If
no known netwerks are available, you will have
to manually select a network.

802.1X: Default Drisconnect

Authenticated via EAP-PEAIs (MSCHAPv2)
Connect Time: 00:00:54



NOTE: SOME MOBILE DEVICES AREN'T COMPATIBLE WITH THE 802.1x WiFi system, IF SO YOU CAN
CONNECT VIA THE CAPTIVE WEBPORTAL CALLED “TouroCOM” WHICH WILL APPEAR AS AN
AVAILABLE WIFI NETWORK TO CONNECT TO.

e On some mobile devices the login page will appear automatically once connected, on
others devices and laptops you might have to open your browser and initiate a browse
to have the login page appear. If the login page still doesn’t appear, you could always
type 1.1.1.1 into the URL bar to initiate the login page to appear.

e The Wi-Fi login page will look like this, login with your MIDMED credentials you set up with
the initial handout.

Secure Internet Portal
Existing Users

Log In for secure Internet access:

Logging in Indicates you have read
and accopted tho Uso Policy.
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